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Who Can Use This Guide?

In the winter of 2018, Anna Chekhovich was sitting in the Moscow

offices of the Anti-Corruption Foundation when the call came. Their

bank accounts had been frozen. All of them, overnight, on orders from

the Kremlin. For most organizations, this would be a death sentence: no
salaries, no legal fees, no operational budget, no oxygen. But years earlier,
when the political climate was already darkening and Chekhovich could
feel the walls closing in, the foundation had quietly begun accepting
Bitcoin donations. It was a precaution, almost an afterthought at the time,
but it became one of the key decisions keeping them alive.

This guide exists so your nonprofit can do

the same and become more resilient and
independent in the face of financial repression by
authoritarian regimes.’

Whether you'’re in Caracas, Nairobi, or Nanjing,
this guide will help your organization take
control of its funds, transactions, and savings.
It will free you from the tedium and frustration
of bank wires, declined payments, interminable

1 Nonprofit organizations operating in democratic countries should ensure com-
pliance with applicable laws and regulations in their jurisdiction, in every aspect
of their operations, including when using Bitcoin or related financial tools. For a
full list of countries ruled by authoritarian regimes, check HRF's Tyranny Tracker:
https://tyrannytracker.org.
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delays, and authoritarian governments telling
you “No, you can’t use your money like that.”

This guide is especially crafted for nonprofit
organizations operating under difficult political
conditions. It is custom-made for movements
working under tyranny, where privacy and
sovereignty are critical. It is tailored for those
who need a more resilient, independent way to
transact, save, and conduct payroll.

Around the world, authoritarian regimes
routinely and increasingly weaponize financial
systems. They freeze bank accounts, criminalize
donations, monitor transactions, confiscate



assets, and manipulate rules to weaken or
silence civil society. For many nonprofits, simply
receiving donations, holding onto money, and
paying expenses has become the biggest obstacle
to their work. Not the mission itself, not the
danger, not the politics, not the generosity of
donors, but the way money works.

This friction is not accidental. Traditional
electronic fiat money flows through institutions
that governments control. When a regime
decides a cause is inconvenient or threatening, it
turns the money off. Abank manager in Caracas
gets a phone call. A compliance officer in Lagos
flags a transaction. An account in Minsk is
quietly frozen on a Friday afternoon. Until now,
nonprofits working under such regimes had no
good alternatives. Too many were hindered,
sometimes fatally, by financial repression. Today,
there is a plan B.

Bitcoin is a decentralized digital monetary
network that lets people store and transfer

value independently of banks, governments, or
intermediaries. It offers nonprofits an alternative
to state-controlled financial systems: a way to
hold and move money without the interference
of an authoritarian regime.

Bitcoin is a financial lifeline when traditional
systems fail or turn hostile, but using it
effectively takes knowledge. What does

it actually take to use Bitcoin safely and
responsibly?

This guide covers the basics of Bitcoin: what it s,
why it matters, who it benefits, and how to start
using it today. It focuses on operational realities,
from wallets and payments to exchanges,
custody, and spending, and provides concrete
examples, tools, and case studies to support
responsible adoption for organizations of all
sizes, across the planet.

After reading this guide, your nonprofit will be
able to:

e Understand what Bitcoin is and when it helps

e Receive, hold, and send bitcoin using self-
custodial tools

e Choose appropriate custody, security, and
governance models

e Access and exit Bitcoin through suitable
on-ramps and off-ramps

e Decide how Bitcoin fits into your mission and
context

The goal is straightforward: after reading this,
your nonprofit will be able to receive, hold, and
move money without reliance on centralized
financial intermediaries. No dictator and

no dictator-controlled financial institution
gets a veto. That is what it means to become
unstoppable.
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How Bitcoin Helps Civil Society
Groups Resist Repression

As financial systems have grown more digital and centralized,
they have become easier to monitor, pressure, and control.
Repression today is enforced by more than just politicized police
and rigged courts: it is enforced through corrupted financial

infrastructure.

Consider what happened to Alexei Navalny’s For nonprofits, the technology of money has
movement in Russia, to pro-democracy activists  turned into a major point of vulnerability.

in Hong Kong whose bank accounts were Organizations depend on financial systems that
frozen after the National Security Law, or to dictators can censor or shut down. These systems
the thousands of Nigerian protesters whose ultimately determine who can fundraise, who
accounts were shuttered after the EndSARS can pay staff, and who is allowed to function at
demonstrations in 2020. In each case, the all. Financial repression takes many forms:

weapon was the same: the banking system.

Authoritarian regimes pressure banks and payment Regimes block donations or quietly deny

platforms to monitor nonprofits, flag activity as transactions, interrupting an organization’s ability to
“suspicious,” and funnel financial data to authorities. operate day-to-day. A wire transfer that should take
In China, the social credit system extends into financial hours sits in limbo for weeks. A recurring donation
transactions; in Egypt, nonprofit bank accounts are from an exiled supporter is silently rejected. The
subject to routine government audits designed to organization is never told why.

intimidate rather than guard against misuse.
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https://www.bbc.com/news/world-africa-55104025

Exclusion

Authoritarian regimes label groups “extremist” or “foreign agents” and push them out
of the formal financial system entirely. Russia's “foreign agent” law, adopted in 2012 and
repeatedly expanded since, has been used to shutter dozens of civil society organizations
by making it impossible for them to receive funding.

Currency devaluation

Regime economic mismanagement and hyperinflation destroy people’s savings and make
long-term planning impossible. In Venezuela, between 2016 and 2019, the bolivar lost

so much value that prices changed between morning and afternoon. Salaries became
worthless within days of being deposited. Organizations that held reserves in local
currency watched their operational budgets evaporate.

Bank account freezes and seizures

Regimes immobilize or confiscate funds to bring operations to a halt. In Belarus, after
Alexander Lukashenko fraudulently claimed victory in the 2020 elections and unleashed
a wave of repression against protesters, his regime froze the accounts of multiple human
rights organizations within hours of the start of demonstrations.

Restricted access to foreign currencies

Civil society is trapped inside collapsing local money with double or triple-digit

inflation and no reliable store of value. In countries like Argentina, Turkey, and Nigeria,
governments impose strict capital controls that prevent organizations from holding
dollars or euros, forcing them to watch their purchasing power erode month after month.

Regulatory harassment

Under authoritarian regimes, rules shift without warning, approvals stall, and technical
violations are invented to drain time and resources. The goal is not enforcement, but
exhaustion: keep an organization so busy responding to compliance demands that it
cannot do its actual work.

Digital ID-linked controls

Under authoritarian regimes, payment systems tied to identity are selectively restricted,
flagged, or shut off for targeted groups. In India, the government has used the Foreign
Contribution Regulation Act to revoke the licenses of thousands of NGOs, effectively
cutting them off from foreign donations with the stroke of a pen.
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Why Bitcoin Is Freedom Money

Bitcoin can help nonprofits route around many of
these authoritarian regime-created choke points.

Bitcoin runs on a global, peer-to-peer system.
No central bank, company, or authority approves
transactions or holds accounts. Users control
their own funds and send money directly to one
another over the internet. This is why Bitcoin
has earned the nickname “freedom money.”

This architecture changes the balance of power,
tipping it against:

Bitcoin transactions, done
properly, protect financial privacy, and reduce
reliance on institutions that automatically
report activity to authorities. However, if
anonprofit uses one static address for all
donations, the entire world can see its total
balance and every transaction made.

No one can block a Bitcoin
donation or refuse a transfer.

Participation requires no approval
from authoritarian regime-controlled banks
and financial intermediaries. Anyone can use
the network, regardless of gender, beliefs,
birthplace, wealth, or status.

Funds are held
in money independent of failing local
currencies. Bitcoin is volatile, but since its
creation, it has been the best-performing
financial asset of all time, rising from less
than one cent to more than $80,000 as of the
publication of this guide.

When properly secured,
Bitcoin held in self-custody is far more
resistant to freezing or seizure through
traditional banking channels. A Bitcoin
password can even be memorized, expanding
private property rights to any human being.

Bitcoin can be
transferred across borders without requiring
permission from any banking system.

Does not require a
form of identification to use.

Bitcoin has already reached hundreds of millions
of people worldwide. According to a 2026 study
out of Cornell University supported by The
Reynolds Foundation, more than 20% of the
population in countries like El Salvador, the UAE,
Turkey, and Venezuela have already used the
currency.

“Bitcoin is infrastructure for human
dignity. It gives people, and the
organizations serving them, a way to
preserve the value of their time and work
in a money that can’t be inflated away
or easily shut down. Bitcoin is a tool for
human agency. Nonprofits exist to protect
and expand that agency. For the first
time, nonprofits can pursue their mission
capitalized on a foundation built to last.”
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For most people, Bitcoin begins with a moment

of curiosity and a wallet app on their phone. You
download it, open it, and stare at a screen showing
a balance of zero. There is no form to fill out. No
identity verification. No bank to call. No approval
that requires a wait. In under a minute, you have
created something remarkable: a financial account
that no government on earth controls. The sections
below walk through the essentials of how this
happens, what Bitcoin is, how wallets work, and
how you receive and send funds.

What Is Bitcoin?

Bitcoin is digital money that exists as a global network rather
than inside a centralized bank. No company or government
runs it. Instead, tens of thousands of independent computers
maintain the system together, from server farms in Texas and
Iceland to small machines humming in basements in Accra
and S3o Paulo. No one knows who created Bitcoin: the identity
of Satoshi Nakamoto, who forged the currency’s underlying
technology and authored the white paper that introduced

it, remains a mystery. The creator’s identity does not matter,
however. If Satoshi came back today, he or she would not be
able to change Bitcoin. The system has grown far beyond any
individual’s control.

When someone sends bitcoin from a wallet on their phone
to someone else, the payment is recorded on a shared public
ledger called the blockchain. This ledger is not controlled by
any single institution: it is maintained collectively by people
around the world running the Bitcoin software on their own
computers.

Each bitcoin (1 BTC) is divisible into 100 million units called
satoshis (or “sats”), so you never need to own a whole
bitcoin to use it. Most transactions involve small fractions of
1 BTC, similar to using cents instead of whole dollars. Unlike
government money, there will only ever be 21 million bitcoin.
More than 95% of the total bitcoin that will ever exist has
already been issued. By 2140, no more will ever be created.
Bitcoin is the only truly scarce digital asset. It is the only
money in history with a supply that no one can inflate: not a
president, not a central banker, not a dictator.



DID YOU KNOW?
Bitcoin vs. Cash:

Bitcoin is digital cash. Like physical
cash, it can be held and transferred
directly without a bank. Unlike cash,
it moves instantly across borders,
from a phone in Kyiv to a phone

in Lisbon, and is stored and sent
securely over the internet. Unlike
paper cash, it can’t be demonetized
or devalued.

What Is a Bitcoin Wallet?

A Bitcoin wallet is a digital wallet that lets you
control your bitcoin. It can be an app on your
computer or phone, or a small device about the size
of a USB stick that you keep in a drawer or safe. Itis
the tool individuals or organizations use to receive,
store, and send funds on the Bitcoin network.

Is a Bitcoin wallet the same as a bank account?
Yes and no. Like a bank account, a Bitcoin wallet
is how you access your funds. However, when a
bank stores funds on your behalf, the bank, and
thus the state, controls access. A bank manager
can freeze your account with a phone call. A
Bitcoin wallet puts you in control. You own the
credentials. This is called self-custody.

In self-custody, no bank can freeze your

account. No government can take your money.
But security is your responsibility. There is no
customer service to call if something goes wrong.
That tradeoff, the exchange of institutional
convenience for personal sovereignty, might be
something the average citizen can afford to make,
but for a dissident, it’s not an option.

Itis fair to wonder if everyone on earth should
control their own money. We think so. But
regardless, human rights groups operating
under authoritarian regimes don’t have a
choice. They cannot trust their governments to
hold their money for them.

Bitcoin hardware walles.
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COLDCARD, a Bitcoin
cold storage device.
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How Do You Keep Your Bitcoin Secure?

When you create a Bitcoin wallet, it generates

a master password, also known as a recovery
phrase. This is a list of 12 or 24 ordinary words,
things like “apple,” “ocean,” or “bridge,” that
together form the key to your bitcoin. These
words are most commonly in English, though
some wallets support other languages. Behind
the scenes, the recovery phrase represents your
wallet’s private key, the cryptographic secret that
proves the bitcoin belongs to you.

If your device is lost, damaged, or stolen, the
recovery phrase lets you restore access on a new
device or phone wallet. You simply download
anew wallet, type in the 12 or 24 words, and
your full balance reappears magically intact, as
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if nothing happened. But if someone else gets
the phrase, they can take your funds. And if you
lose both your wallet and your recovery phrase
(sometimes called a seed phrase), your bitcoin is
gone: there is no customer support line and no
reset option.

Protecting your recovery phrase is the single
most important security practice when using
Bitcoin. Write it on paper or etch it in steel. Store
it somewhere safe. If it’s your personal bitcoin,
never share it. Ever. If it’s your organization’s
bitcoin, you could explore having key members of
your team each have a copy. But remember: that
means any of those people can take the money.



How Do You Receive Bitcoin?

When you click “receive bitcoin” in a wallet, it
generates a string of letters and numbers which
is a bitcoin address. It looks something like this:
bcigxy2kgdygjrsqtzqanoyrf2493p83kkfjhxowlh.
You give this address to anyone who wants to
send you money. Wallets can also display the
string as a QR code for convenience, so a donor
can simply scan the code and send.

When a donor sends bitcoin to your address, it
arrives directly in your wallet within minutes.
No bank is involved. No wire transfer fees. No
three-to-five business day waiting period. The
amount is visible and yours to control. Whether
the sender is in Oslo or Osaka, the experience is
the same: scan, send, arrive.

As a reminder, Bitcoin transactions are recorded
on a public ledger, which is not a central place
but a decentralized account book living on
thousands of servers across the world. Payments
can be viewed by anyone using a blockchain
explorer, a kind of search engine for Bitcoin
transactions. Because these records are public,
how you manage your addresses and how you

link your identity to your activity affects your
privacy.

For example, if you create an account on an
exchange like Coinbase, buy bitcoin, then send
it to a new address, Coinbase, and thus dozens
of governments can assume that the bitcoin
living in the new address is yours. It’s not a safe
assumption: you could have been paying for
service or making a donation. Butit’s enough
of an assumption that they might want to talk
to you about it. On the other hand, if you buy
bitcoin with cash and send it to a new address,
no one can know it was you, because you
never linked your bitcoin to your identity. The
difference is not in the technology itself but in
how you use it. More on this later.

For privacy’s sake, you should generate a new
address every time you receive bitcoin. Most
wallets do this automatically.

How Do You Send Bitcoin?

Sending bitcoin is straightforward. Your wallet
asks you to:

e Enter the recipient’s address or scan a QR
code

e Choose the amount
e Confirm

Once confirmed, the payment moves peer-to-
peer across the Bitcoin network without approval
from any bank or platform. There is no routing
number, no SWIFT code, no intermediary
skimming a percentage. Just two wallets and the
open network between them.

Wallets, recovery phrases, and direct
transactions: taken together, they allow
nonprofits to hold and move funds without
relying on traditional financial institutions.
This structure is what makes Bitcoin resilient
in environments where banking systems are
restricted or weaponized.
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Bitcoin's Core Attributes

This section explains why Bitcoin withstands authoritarian
financial control. Bitcoin’s specific properties allow it to function
when traditional systems are pressured, manipulated, or shut
down entirely.

! : There is no central authority in Bitcoin that processes transactions.
Bitcoin Instead, when users send payments, they are placed into a
mining queue, and “miners” scoop up pending transactions. Miners run

specialized computers to try and win a special kind of lottery to
be the one who gets to put their bunch of transactions into the
blockchain.

On average, every 10 minutes, one lucky miner “wins” and is

paid handsomely, and their selected transactions go into the
blockchain. Because there are so many miners operating globally
who don’t even know each other, and who are always in a race to
make the most money possible off fees, it is impossible to censor
individual transactions. Someone, somewhere, will eventually
process it. And almost always, that process will happen in a matter
of minutes, especially if you elect to pay a higher-than-normal fee,
as miners are motivated overwhelmingly by earning fees.

. In the spring of 2021, China banned Bitcoin mining overnight.
Censorshlp Hundreds of thousands of mining machines across the Uyghur
resistance Region, Sichuan, and Inner Mongolia went dark. The world’s

second-largest economy, which at one point hosted more than
65% of Bitcoin’s global computing power, decided to pull the plug.

For a few weeks, critics declared Bitcoin wounded, perhaps fatally,
as the hashrate (the total amount of electricity directed towards
the Bitcoin network) plummeted by more than 70%. But the
network didn’t die. Within months, miners had relocated to Texas,
Kazakhstan, Paraguay, and dozens of other countries. The hashrate
remarkably recovered and, within a few months, surpassed its
previous high. China tried to kill Bitcoin, and Bitcoin simply
moved.

This is possible because Bitcoin has no central operator. Tens

of thousands of independent computers distributed around the
world run the Bitcoin software, maintain the network, and process
transactions. There are no central headquarters to raid, no servers
to seize, and no single point of failure.
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Open and
permissionless

Borderless
and global

Protection
against
inflation

In Afghanistan, after the Taliban returned to power in 2021, women
were barred from most employment and banking became nearly
impossible. In Togo, farmers in rural villages have never had a bank
account in their lives, because the nearest branch is a full day’s journey
away and the minimum deposit exceeds a month’s income. In Russia,
organizations labeled “foreign agents” are systematically excluded from
the financial system. Bitcoin does not care about any of this.

There are no identity approvals and no institutional gatekeepers decid-
ing who qualifies. A small grassroots group in a Togolese village and a
large international NGO in Geneva access the same financial network
under the same rules. This equality of access is unusual in finance, espe-
cially under authoritarian regimes, where entry to the financial system
is often mediated by institutions loyal to the state.

Bitcoin operates as a single network across countries. It belongs to no
jurisdiction, currency zone, or banking system. A donation sent from a
supporter’s living room in Stockholm to a human rights organization
in Caracas follows the same process as one sent across the street.

Bitcoin does not require correspondent banks, foreign exchange
approvals, or cross-border intermediaries. For organizations working
internationally, this removes layers of friction that can slow or block
transfers.

Consider what it typically takes to wire money from Europe to an
anti-corruption nonprofit in the West Bank. The payment, if approved
by the European bank, passes through to an Israeli correspondent
bank, where it can be held for days or weeks. The transaction costs as
much as $40 in fees on a $500 transfer, and it may be flagged or con-
fiscated by the Palestinian Authority along the way. With Bitcoin, the
same payment takes minutes and costs a fraction of a dollar, and no
one gets to say “no” or delay the payment.

In Venezuela between 2016 and 2019, the bolivar collapsed so violently
that prices changed between morning and afternoon. Workers would
rush to spend their salaries the same day they were paid, because by
the following week, the money would buy half as much. Shopkeepers
would update prices on their shelves twice a day. Savings accounts
became a cruel joke: the money sitting in the bank was worth less
with every passing hour. The IMF estimated that Venezuela’s inflation
rate surged to more than one million percent in 2018. Organizations
that held reserves in bolivares watched their operational budgets
disintegrate.
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No built-in
surveillance

Resilient
under stress
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This is not unique to Venezuela. Turkey, Argentina, Nigeria, Egypt,
Lebanon: the list of countries where national currencies have been
devastated by mismanagement and political corruption is long and
growing. Historically, catastrophic inflation has ruined economies
in Zimbabwe, Hungary, Zaire, Yugoslavia, Bolivia, Venezuela, and
countless other places. In these environments, holding savings in
local currency is not prudent, but hopeless. Citizens in these countries
typically have no access to, for example, American bonds, Nvidia,
or Apple stock. Gold and dollars are often prohibited, leaving peo-
ple few options but to place their savings in cattle, sheet metal, or
cinderblocks.

Bitcoin’s total supply is fixed at 21 million coins. New issuance fol-
lows a transparent schedule that no government or central bank

can change. The short-term price is volatile, but over five- and ten-
year increments, bitcoin’s value has increased dramatically against
every fiat currency on earth. Since its inception, bitcoin has been the
best-performing asset in history. For nonprofits operating in countries
with weakening currencies, holding even a small portion of reserves
in bitcoin offers a medium- to long-term hedge that no local savings
account can provide, and a massive upgrade over a cinderblock.

Using Bitcoin does not require opening an account tied to a legal
identity. Payments move between Bitcoin addresses, not personal
profiles. Transactions are public on the blockchain, but a user’s
identity is not automatically attached. There is no name or phone
number natively linked to each transfer. The level of privacy for
Bitcoin transactions depends on how it is used. If you buy bitcoin on
aregulated exchange with your passport and credit card informa-
tion, the trail leads back to you. Purchases made peer-to-peer with
cash, however, can escape the financial surveillance of an authori-
tarian regime.

With good operational practices, organizations can significantly
reduce the financial data they expose to centralized databases built
for monitoring. In countries where being identified as a donor to
human rights or pro-democracy groups can result in prison sen-
tences or worse, this distinction is existential.

Bitcoin functions in imperfect environments. Funds can be restored
from a recovery phrase even if devices are lost or confiscated. Some

tools work on basic hardware. Others allow value to move through

alternative communication channels when internet access is unre-

liable. A 12 or 24-word seed phrase is recoverable on practically any

wallet, on any device, in any country.



Fast, direct
payments

Secure
by design

No single feature guarantees resilience. The durability comes from a
system that does not depend on any one company, server, or coun-
try. When China shut down mining, the network migrated. When
India briefly banned Bitcoin exchanges, peer-to-peer trading surged.
When Nigeria restricted bank transfers to Bitcoin platforms, citizens
found workarounds within days. The network adapts because no
one controls it, and no one can turn it off.

Together, these properties explain why nonprofits increasingly treat
Bitcoin as contingency infrastructure: a plan B for receiving, holding,
and moving funds when traditional financial gates slam shut.

Bitcoin transactions traditionally settle within minutes, but can be
instant using the Lightning Network. More on this later. What that
means is that there is no “closed on weekends,” no 2-3 day delay, and
no bank holiday between you and your money. In time-sensitive situ-
ations (protests erupting in Minsk, a humanitarian corridor opening
in eastern Ukraine, a journalist in need of emergency extraction funds
in Burma), that speed can determine whether an organization keeps
operating or fails waiting for funds that arrive days too late. In some
cases, it can save lives.

Bitcoin is secured by cryptography and a globally distributed network.
Every transaction is verified by thousands of independent participants
before being added to the public ledger. Once recorded, a transaction
cannot be quietly altered or erased.

Rewriting history would require overpowering the entire global net-
work. The energy cost alone would exceed the GDP of most countries.
Unlike with fiat banks, balances cannot be manipulated behind the
scenes. There is no back door for an account manager, no executive
override, and no emergency government decree that can reverse a
confirmed transaction. The rules are transparent, predictable, and
enforced by code rather than by the whims of authoritarian rulers.

a
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Bitcoin vs. Other
Cryptocurrencies
vs. Stablecoins

Cryptocurrency is an umbrella term
covering various types of digital
money. Most cryptocurrencies, like
Ethereum or Solana, are created,
issued, and controlled by companies
or foundations. Others, known as
“stablecoins,” are pegged to the value
of dollars or other national currencies.

Only one, bitcoin, was designed to
operate without any central control.
For organizations working under
financial pressure, these design
differences matter enormously. What
looks similar on the surface behaves
very differently when institutions are
pressured or fail.
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Bitcoin vs. Other Cryptocurrencies

Tens of thousands of cryptocurrencies exist,
but they are not all built with the same goals
or risk model.

Except for bitcoin, all cryptocurrencies have
been created and maintained by companies,
foundations, or centralized development
teams. Their networks depend on a relatively
small, identifiable group of people who
maintain the software, approve changes, and
make governance decisions. That structure
allows faster experimentation, but it also
means that rules can change, and leadership
can be pressured to act against users’ interests.
If a system relies on a small group to function,
that group becomes a point of vulnerability: a
throat that an authoritarian regime can choke.

Bitcoin minimizes that dependency. Its rules
are not enforced by a central organization,
executive team, or governing foundation,

but by a global network of independent
participants who voluntarily run the Bitcoin
software. Changing those rules requires broad
consensus across the entire network, rather
than the approval from a leadership body



Bitcoin optimizes for stability and resistance to
capture. This is why, after 17 years of operation,
Bitcoin’s core monetary properties remain
unchanged: 21 million coins, open access, no
central authority. No other cryptocurrency can
make that claim.

If you use Bitcoin, you are not depending on a
company or foundation to remain solvent and
resist political pressure. The system’s durability
comes from its distributed governance.

Bitcoin vs. Stablecoins T i

When nonprofits explore digital money, two o L
options usually come up: bitcoin and stablecoins.

Stablecoins are digital tokens designed to track

the value of national currencies like the US dollar.

They depend on issuing companies (like Tether or & Ll
Circle) that hold bank reserves and operate under Wi
regulation. Balances can be frozen or restricted by

issuing entities under certain conditions.

Stablecoins reduce short-term volatility and, in
doing so, can act as a humanitarian tool for people I
who are forced to use collapsing currencies and P
would prefer to use the dollar. But stablecoins

inherit the vulnerabilities of the financial

systems behind them, including inflation of their

underlying currency and dependence on banks M
and regulators. 5

Bitcoin makes a different trade. It accepts market
price volatility in exchange for independence.

For organizations in politically repressive M\
environments, this independence can matter more \N}V\Jf\ =
than short-term price stability. Understanding the U%B"{

distinction between stablecoins’ price consistency
and Bitcoin’s resilience helps organizations

decide which risks they are willing to carry. For
nonprofits seeking to pair both, wallets like AQUA
let you swap between the two easily.

-4
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Now for the practical part! Control over
your funds is the foundation, but using
Bitcoin day-to-day comes down to a
few operational decisions about how
funds are held, accessed, and secured.
There are three areas to consider:
wallets, custody, and exchanges.
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Bitcoin Wallets

A Bitcoin wallet is an app or small device that
lets you receive, hold, and send bitcoin. A
Bitcoin wallet holds the private key (the secret
information that authorizes access to your
bitcoin), physically represented by your 12- or
24-word recovery phrase.

Whoever controls the private key controls

the bitcoin. There are no account managers

or a customer support desk. Custody is one of
the most important operational decisions an
organization makes, because it determines not
just who holds the money, but who can lose it,
who can steal it, and who can be pressured into
surrendering it.



Types of Custody

Custody means who holds the private key.
There are two approaches:

store your bitcoin
with a third party, such as an exchange,
which keeps your private key. These
wallets can be easier to set up, but you
are trusting a provider with your bitcoin.
When cryptocurrency exchange platform
FTX collapsed in 2022, billions of dollars
in customer funds vanished overnight.
Balances can be frozen, seized, or lost if
the intermediary fails, bows to political
pressure, or gets hacked. A custodial wallet
is only as safe as the company holding
the keys, and companies operating under
authoritarian regimes face significant
pressure and attacks on their independence.

(sometimes called
non-custodial) place the private key directly
in you or your organization’s control. Access
is backed up with a 12- to 24-word recovery
phrase that you secure. These wallets require
more responsibility, but no authoritarian
regime-controlled intermediary institution
can unilaterally and arbitrarily block
transactions or confiscate funds. This is what
makes you unstoppable.

The choice is between convenience and
independence. In this guide, we only
recommend self-custodial tools.

J

SeedSigner, @si8ning device to
safeguar 0in keys.
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Where Is Your Private Key Generated
and Stored?

Custody answers who controls the key. The next
question is where that key is stored: online in a
hot wallet or offline in a cold wallet?

keep private keys on internet-
connected devices, such as a phone or
desktop app. These wallets are easy to use,
suited for frequent transactions, and familiar
to anyone who has used a mobile banking
app, but their online exposure increases risks
of phishing, malware, or device compromise.
Think of a hot wallet like cash in your
pocket: convenient for daily spending, but
you wouldn't carry your life savings in your
jeans. Examples: Muun, AQUA, BULL Wallet,
BlueWallet.

generate and store private
keys offline, typically on dedicated hardware
about the size of a USB stick or a small
calculator. Because they stay disconnected
from the internet, they offer stronger
protection against online attacks and are
better suited for long-term reserves and
larger balances. Think of a cold wallet like
a safe deposit box: harder to access quickly,
but much harder for anyone else to access at
all. Examples: COLDCARD, Trezor, Bitkey,
SeedSigner.

002154873 s

Muun, a Bitcoin wallet.
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Practical Setup

Many organizations combine both
approaches, keeping a hot wallet for
routine activity and smaller balances
and a cold wallet for long-term
reserves. This layered setup mirrors
how most businesses handle cash,
keeping some in the register and the
rest in the vault. The ratio depends on
how frequently you transact and how
much you hold.

Multisignature (Multisig) Wallets

Most wallets place full control in one set of
hands. For organizations managing shared funds,
that concentration is risky. What happens if the
person holding the keys is arrested? What if they
lose their device? What if they are coerced into
surrendering access? Multisignature wallets
solve this by distributing control across multiple
people.

A multisig wallet requires approval from more
than one private key before funds move. Instead
of a single key authorizing transactions, several
participants must sign together. In a common
2-0f-3 setup, three people each hold a key (which
could be a phone app or a hardware wallet), and
any two must “sign” and approve a payment. You
can design a 3-of-5 setup, a 5-of-7, and so on.
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This architecture spreads responsibility and
eliminates single points of failure. No individual
moves funds alone. Mistakes, theft, or coercion
affecting one key holder do not automatically
compromise an organization’s reserves. If one
key is lost or confiscated, the remaining two can
still authorize transactions and recover funds.

For nonprofits handling shared budgets in
high-risk environments, multisig creates a
governance layer on top of custody, turning key
management into a collective decision rather
than a single person’s vulnerability.

Bitkey, a wallet made by the company behind
Cash App, makes it easy to set up a 2-of-3
multisig: the hardware device holds one key,
your phone holds another, and Bitkey holds

a third for recovery purposes. Because the
company holds only one key, it cannot access
your bitcoin without your permission, acting as
a safety net, rather than a gatekeeper.

Similarly, companies like Unchained or Casa
offer collaborative custody. Your nonprofit
holds multiple keys while the company holds
one as a backup, providing operational support
without requiring organizations to surrender
control. Unchained and Casa are both excited
to onboard nonprofits and can offer special
discounts for human rights organizations.




How Multisig Wallets Work

Signed

Owner one

Signed

Owner two

Unsigned

Owner three

Exchanging Bitcoin

In order to use bitcoin, your organization

will need to buy it or convert it into local
currency. Because Bitcoin operates outside of
the traditional banking system, this is done
through exchanges or peer-to-peer markets.
No single method works everywhere. The right
choice depends on your environment, your risk
tolerance, and how visible your organization
can afford to be.

Ways of Exchanging Bitcoin

Once your organization is using Bitcoin, you will

likely need to move between bitcoin and local
currency. Some organizations will be able to

use all of their bitcoin to make payroll or pay for

services directly in bitcoin, but most will need
to convert at least some of it to fiat currency.

Each conversion method balances convenience,

privacy, liquidity, and risk differently.

are online platforms
like Binance, Coinbase, Kraken, and others,
where organizations buy and sell bitcoin using
traditional currencies like the Venezuelan
bolivar or US dollar. They are fast, liquid, and
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easy to use, with interfaces that feel familiar to
anyone who has used an online banking app.

However, these platforms are heavily regulated
and require identity verification and a linked
bank account. This creates centralized pools of
sensitive financial data and clear points where
officials can intervene. In 2023, when Nigerian
authorities cracked down on cryptocurrency
activity, they went straight to the exchanges
because the exchanges had the user lists.

are often
the most reliable option in many countries.
In Caracas, a common way to buy bitcoin is
through a WhatsApp message to a trusted
contact: “;Tienes sats?” The trader responds
with a price. You meet at a café, hand over
bolivares, and within minutes the bitcoin
appears in their wallet. There’s no identity
check, no bank involved, and no record in any
authoritarian government database. The safest
option might be someone you know locally,
who is excited about Bitcoin, and is happy to
buy it from you in exchange for local cash.
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coordinating
through WhatsApp, Telegram, or dedicated
P2P platforms let organizations buy and sell
bitcoin directly with other individuals with
no custodial intermediary in the middle.
These markets typically require less personal
information and depend less on traditional
banking infrastructure. What you take on is
responsibility since pricing, communication,
and trust-building happen person-to-person.
Liquidity and reliability vary widely by country,
and organizations must actively manage
counterparty risk. P2P trading offers greater
privacy and independence but demands more
care. Popular platforms include Hodl Hodl,
LocalCoinSwap, Bisg, RoboSats, and Vexl.

are physical machines where
individuals and nonprofits can buy and sell
bitcoin using cash or cards. There are more than
38,000 of these ATMs installed worldwide,
whether in shopping malls in Miami,
convenience stores in Bogotd, or gas stations in
Prague. Walk up, insert cash, scan your wallet’s
QR code, and the bitcoin arrives on your phone.

FINANCIAL FREEDOM

Some Bitcoin ATMs, like those in Hong Kong,
do not require ID: you simply send bitcoin to
the machine, and it spits out local currency.
Combined with measures to evade in-person
surveillance, ATMs can be an effective way to
convert bitcoin to cash privately. Requirements
vary by jurisdiction; some require identity
verification, while others allow smaller
transactions with minimal personal data. In
contexts where banking access is limited or
heavily monitored, Bitcoin ATMs can provide
a discreet bridge between cash and bitcoin.
ATMs, however, often charge higher fees than
online exchanges (typically 5-15%), and their
availability depends on local infrastructure.

like Azteco can be purchased
with cash (or cards, depending on location)
and redeemed directly into a self-custodial
wallet. Instead of depositing money to a
bank account or exchange, your organization
buys a voucher code, like buying a prepaid
phone card, and loads the bitcoin directly.

These options are especially useful in cash-
heavy environments or where banking access



https://hodlhodl.com/
https://localcoinswap.com/
https://bisq.network/
https://learn.robosats.org/
https://vexl.it/
https://azte.co/

is limited, monitored, or unreliable. Availability
and fees vary by country and vendor.

, embassies,
learning centers, and meetups are not
exchanges, but they are practical resources
that can make every other option work better.
Informal networks and grassroots communities
help organizations identify reputable trading
partners, learn local best practices, and avoid
scams. In many cities, from Accra to Buenos
Aires to Beirut, there are regular Bitcoin
meetups where newcomers can learn from
experienced users and find trusted contacts for
P2P trading. Building relationships takes time
but significantly reduces operational risk. There
are also established Bitcoin centers around the
world, including in Chiang Mai, Bali, Mexico
City, Nashville, Austin, and elsewhere, where
one can join regular local Bitcoin programming
and meet other Bitcoiners. Apps like Peach
Bitcoin are great for finding local meetups.

are
physical storefronts where people exchange
cash for bitcoin or vice versa. They are common
in parts of Hong Kong, the Philippines, South
Africa, and other jurisdictions where cash-
based or informal markets dominate. In some
neighborhoods, these brokers operate openly
alongside traditional money changers; in
others, they are more discreet. Face-to-face
exchange remains viable when digital services
are blocked or heavily monitored. Legal
frameworks, pricing, and safety standards
differ by country: nonprofits should evaluate
local reputation, fees, and personal security
before relying on in-person brokers.

You should choose the exchange methods that
fit your operational needs, legal environment,
and risk tolerance. It can be wise to use a
combination of these methods rather than
relying on a single on- or off-ramp.
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Spending Bitcoin Directly

Organizations do not always need to convert
bitcoin into local currency. In many places,
spending bitcoin directly simplifies logistics and
avoids the friction and fees of converting back to
fiat.

Some nonprofits already use Bitcoin-based
payroll, where staff or contractors receive part or
all of their compensation in bitcoin and spend

it directly. The practicality of paying salaries in
bitcoin depends on local tools and merchant
acceptance, and in many regions, that ecosystem
is growing fast.

In South Africa, MoneyBadger lets merchants
like Pick n Pay, one of the country’s largest
supermarkets, accept bitcoin while
automatically converting it into local currency
at the point of sale. The customer pays in
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bitcoin; the merchant receives rand. In Kenya,
Tando enables spending bitcoin at any M-Pesa
merchant, from hairdressers to taxi drivers,
aremarkable integration in a country where
mobile money is already the dominant payment
method.

Another practical option is Bitcoin-funded
prepaid debit cards. Services like 2Fiat and
Trocador’s prepaid cards allow users to top up a
virtual or physical card directly with bitcoin. The
card can then be used for online purchases or
contactless NFC payments anywhere traditional
debit cards are accepted. These services typically
do not require identity verification and allow
unlimited top-ups, making them one of the
fastest and simplest ways to spend bitcoin
without manually converting it to local currency.


https://www.moneybadger.co.za/
http://tando.me
https://2fiat.com/
https://trocador.app/prepaidcards/

Globally, Bitrefill lets you use bitcoin to
purchase gift cards and prepaid cards for
groceries, plane tickets, and a range of other
goods and services from thousands of retailers
in more than a hundred countries. PayPerQ
enables anyone to access the top Al models

by paying with bitcoin. Several quality VPNs
like Obscura and Mullvad permit payment
through Bitcoin, while eSIMs can be obtained
through services like Silentlink with bitcoin.

These and similar services allow organizations
and their staff to use bitcoin for:

e Food and basic household goods

e Electricity, mobile phone minutes, and
data

e Fuel and transportation
e Flights and accommodations

e Online services and subscriptions,
including VPNs and Al tools

Where dedicated tools are limited, BTC Map
can help identify local businesses that accept
bitcoin. The map is maintained by the Bitcoin
community and updated regularly, covering

everything from cafés in Prague to co-working
spaces in Medellin.

In the United States, for example, nonprofits
and up to 4 million small businesses can
accept physical bitcoin payments through
Square, a widely used point-of-sale system.
Payments can be received as bitcoin or
automatically converted into dollars.
Transaction history and tax documentation
are recorded alongside existing financial tools,
simplifying accounting and reporting. If your
organization uses Square to accept payments,
you can simply ask them to activate the
Bitcoin setting, and you can start paying or
donating in bitcoin.

While currently limited by geography and
regulation, Square’s integration illustrates
how Bitcoin is increasingly compatible with
mainstream payment infrastructure.

In some countries, such as South Africa,
Kenya, Thailand, and Costa Rica, the tools
for your nonprofit to pay for almost anything
using Bitcoin already exist. Bitcoin is
becoming a daily infrastructure faster than
most people realize.
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The Lightning Network for
Instant, Low-Cost Payments

Everyday spending works best when
payments are quick and inexpensive.
That’s where the Lightning Network
comes in. For small, fast payments, from
local expenses and emergency support
to micropayments and cross-border
transfers, the Lightning Network lets
you send bitcoin in seconds with very
low fees.

FINANCIAL FREEDOM

Bitcoin’s base network prioritizes security
and long-term settlement. It is designed to
be unbreakable, and it achieves that by being
deliberate: transactions are confirmed in
blocks roughly every ten minutes, and fees
can rise when the network is busy. Lightning
handles high volumes of small payments

without overloading that base layer. Instead of
recording every small transaction on the main
network, Lightning processes them off-chain
and settles back to Bitcoin when needed.




Lightning is most useful when payments
are frequent, time-sensitive, or small. For
nonprofits, use cases could be:

e Receiving small donations from supporters
worldwide

Paying local expenses quickly without
waiting for block confirmations

Making private micropayments

Moving operational funds between teams
across borders

Sending emergency support during a crisis,
when hours and minutes matter

Lightning is not designed for storing large
reserves. Think of it as cash in your wallet,
while on-chain Bitcoin serves as your savings
account. We recommend using a self-custodial
Lightning wallet like Phoenix, BULL Wallet, or
ZEUS, that puts you in control of your funds.
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Using Bitcoin as Privately,
Cheaply, and Quickly as Possible

Lightning strikes a balance between speed, cost, and
simplicity. But in environments with heavy surveillance

or frequent small payments, organizations may want to
prioritize greater privacy and lower costs. This is where
sidechains like Liquid and Chaumian ecash come in handy.

When you send a payment through a Liquid-
powered wallet like AQUA, something

unusual happens behind the scenes. Instead

of broadcasting your transaction to Bitcoin’s
main network, AQUA routes it through Liquid,

a sidechain maintained by a federation of

more than two dozen independent companies,
including some of the most established names in
the Bitcoin industry. The payment arrives sooner,
costs less, and reveals far less about who sent it.
The cost of that speed and privacy is that users
must trust that federation to hold the underlying
bitcoin honestly. If a majority of the federation
conspired against you, your funds would be at
risk. Federation members have strong commercial
incentives to remain trustworthy, and stealing
from users would destroy their businesses. But
the tradeoff is real and worth understanding.

Chaumian ecash is electronic cash built on Bitcoin
that behaves like physical money: private, simple,
and person-to-person. It allows your organization
to hold money directly on your own devices and
pass it to others discreetly, with near-zero fees,
even if the sender is offline.

Behind the scenes, ecash works through a mint
(or federation), which issues and redeems ecash

——g

tokens. You send bitcoin to the mint, the mint
returns digital tokens, like digital banknotes.
Those tokens are redeemed back into bitcoin
whenever you choose. Users choose whichever
mint they trust. The mint uses cryptography to
confirm tokens are valid without seeing who paid
whom. It knows that a token was issued, but it
cannot tell who is spending it or who is receiving
it. Because it maintains no accounts or transaction
logs, ecash reduces exposure of financial data
compared to traditional payment systems or even
regular Bitcoin transactions.

However, this privacy does come with a cost:
ecash is custodial. A mint (or federation) holds the
underlying bitcoin reserves, so your organization
must trust it to remain honest and solvent. If the
mint fails or disappears, your funds go with it.

Most nonprofits that use ecash do so alongside
Bitcoin and Lightning, and rely on it only for small
payments. Bitcoin remains the foundation for
long-term custody and final settlement, Lightning
handles most day-to-day payments, and ecash
adds an extra layer of privacy and speed when
circumstances demand. Nonprofits should match
their tools to their risk environment.



https://aqua.net/

Recommended Ecash Wallets

* Fedi: An ecash app where funds are held
and managed by a federation. It combines
bitcoin payments via ecash with encrypted
messaging, and can be well-suited for
nonprofits that want shared custody
with strong privacy for both transactions
and communications. Anyone can start a
community and begin using ecash directly
with their colleagues. Think of it as a private
financial network for your organization,
running on top of Bitcoin.

* Cashu.me: An ecash wallet accessible
through any browser, providing ecash access
through a variety of trusted mints. Users
can choose their preferred mint, hold ecash
tokens locally on their device, and send or
receive private payments instantly via QR
code or link. Cashu.me is accessible through
a web browser and does not require an app
download.

Cashu ecash transaction

Bitcoin Crowfunding

Bitcoin also changes how organizations
fundraise, shifting the balance of
power from platforms to people.

Traditional donation platforms sit between
nonprofits and supporters. They delay payouts,
collect donor data, and can suspend campaigns.
GoFundMe froze millions of dollars raised for
the Canadian trucker protests in 2022. PayPal has
repeatedly suspended accounts of organizations
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it deems controversial. Centralized platforms
can also be points of censorship. Bitcoin allows
donations to move directly from supporter

to organization, without intermediaries
holding custody or asking questions.

One widely used crowdfunding tool is BTCPay
Server, which lets you create your own Bitcoin
donation page using open-source software.
There is no third-party payment processor

in the middle, so funds go directly to your
self-custodial wallet, and your organization
controls donations the moment they arrive. The
donation page can be customized, embedded on
your website, and shared via link or QR code.

Because BTCPay Server generates a new Bitcoin
address for each donation, it also improves
donor privacy. No third-party account collects
sensitive financial information, so your
supporters’ identities are protected by design.

Setting up BTCPay Server requires some
technical familiarity, but step-by-step tutorials
are available. We recommend the guides

from Bitcoin educator Ben Perrin of BTC
Sessions, who does a fantastic job of walking
civil society groups through the process.

For nonprofits, self-hosted crowdfunding
reduces reliance on platforms that authoritarian
regimes can pressure into compliance. It
restores agency over how funds are received.

Another option for nonprofits looking to
crowdfund using Bitcoin is to set up an
organizational account on Nostr, a decentralized
communications protocol used by apps like
Damus or Primal. Primal users receive a
Bitcoin wallet linked to their profiles. When
users post, people can “zap” them bitcoin
over the Lightning Network. In this way,
organizations or independent journalists

can raise funds via social media without a
platform standing between them and their
supporters. This is also an especially powerful
option for independent journalists.
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Common Misconceptions:
What Bitcoin Is and Isn't

Bitcoin is one of the most misunderstood technologies in the
world. Misleading headlines, political rhetoric, and public
confusion create assumptions that stop many nonprofits from
considering it, when these organizations stand to benefit most.
The myths are persistent and deserve direct answers.

Bitcoin faces regulatory crackdown,
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“Bitcoin is only for criminals”

Bitcoin did gain early visibility in unregulated online
markets like the Silk Road, and that association has proven
stubbornly sticky. In reality, anyone can use Bitcoin. That is
its superpower. The same property that lets a drug dealer
transact without a bank also lets a journalist in Burma
receive emergency funds when every bank in the country has
been shuttered by the military junta.

Authoritarian regimes regularly label human rights groups as
criminals in order to restrict their work. Russian opposition
leader Alexei Navalny, for example, was considered a
criminal and extremist by the Putin regime. He and his
organization, the Anti-Corruption Foundation, could not

use the Russian banking system safely, but they could use
Bitcoin. Regimes use the same playbook against activists and
human rights defenders from Lagos to Caracas.

Further, Bitcoin is not the best way to move the huge sums
that large criminal organizations and dictators require.
While it is relatively easy to make a $100 or $10,000
payment privately in bitcoin, it is extremely difficult to stay
anonymous while moving $10 million or $100 million. For
large-scale money laundering, traditional banking remains
the tool of choice: HSBC, Deutsche Bank, and Danske Bank
have each paid billions in fines for facilitating exactly this
kind of activity through conventional financial channels.

“You need to be a tech expert to
use Bitcoin”

Bitcoin’s underlying technology is complex, and headlines
sometimes use jargon like blockchain, nodes, or keys in
ways that make it sound like you need a computer science
degree to participate.

If you can use WhatsApp, you can send and receive
bitcoin. Modern wallets are designed to be intuitive, with
clean interfaces that hide the cryptographic complexity
underneath. Many nonprofits begin with no technical
background at all, but with the right tools and guidance,
they now regularly receive, store, and send bitcoin. For
them, it feels no more complicated than any other app

on their phone. There is still a learning curve, but it is
measured in hours, not months.

“Bitcoin is too volatile to be
useful as money”

Bitcoin’s price fluctuates, and volatility makes headlines. A
20% drop in a week is not unusual, and critics point to this
as evidence that Bitcoin is too risky for serious financial use.

However, the practical impact of bitcoin’s volatility
depends on context. In environments where local currency
is collapsing, currency controls are in place, banking access
is restricted, or accounts are frozen, volatility is a smaller
risk than having no accessible money at all.

Nonprofits can manage these risks by converting bitcoin
to local currency when needed, holding it briefly before
spending, or combining it with stablecoins. The goal is not
to eliminate financial risk, but to preserve the ability to
receive, hold, and move funds when traditional banking
rails are unreliable or hostile. It is worth noting that over
any four-year period in its history, bitcoin has never

lost value. Despite significant short-term volatility, the
currency’s long-term trajectory has been consistently
upward, from pennies to more than $124,000.

"Governments will just ban it”

Some governments have attempted to restrict Bitcoin, and
many assume that a sufficiently determined state could
simply outlaw it into irrelevance.

Because Bitcoin does not depend on any single country,
bank, or company to operate, a ban does not shut the
system down outright. Even when governments have
restricted access, people have continued using it through
peer-to-peer exchanges, mobile wallets, and alternative
access methods. Nigeria, China, and Russia, countries with
very restrictive policies on using Bitcoin like money, also
have some of the highest levels of Bitcoin use precisely
because people seek alternatives to such tightly controlled
financial systems.

After Nigeria restricted bank transfers to crypto exchanges
in 2021, for example, peer-to-peer Bitcoin trading volume
in the country actually increased. A ban makes access
harder, but it does not make Bitcoin stop working. When a
totalitarian government says, “Hey, don’t use this money!”
people will naturally wonder, “Why not?”
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Anti-Corruption Foundation

Founded in 2011 by opposition leader Alexei
Navalny, the Anti-Corruption Foundation

set out to do something dangerous in Putin’s
Russia: investigate and publicly expose the
corruption underpinning the regime. Their
investigations, meticulously researched

and published on YouTube, have reached
hundreds of millions of viewers. One film alone,
documenting a lavish palace allegedly built for
Putin on the Black Sea coast, was watched more
than 100 million times. The Kremlin responded
to their investigations with escalating
surveillance and harassment. Although ACF’s
bank accounts remained open for a time, relying
entirely on state-controlled financial systems
felt increasingly risky. The foundation began
accepting bitcoin donations as a contingency.

That decision proved critical. In 2018, Putin
blocked ACF’s bank accounts, cutting off
access to the formal banking system overnight.
The foundation’s leadership remembers the
moment vividly: one day, they could pay
salaries and legal fees, the next day, they could
not access a single ruble through any bank

in Russia. Because Bitcoin infrastructure was

already in place, the foundation continued
receiving financial support and paying expenses
outside of channels vulnerable to Putin’s
control.

The pressure intensified in 2021 when ACF was
labelled an “extremist organization.” Donating
to ACF became a criminal offense punishable
by up to eight years in prison. With staff and
donors facing personal risk, the organization
was forced into exile. ACF continued receiving
support from inside and outside Russia, paying
staff, funding legal defense, and assisting
prisoners of conscience, despite being locked
out of every bank in the country. Supporters
inside Russia could donate without their banks
knowing, without their names appearing on a
government list, and without risking eight years
in prison for an act of conscience.

Bitcoin gave ACF continuity. When Putin’s
regime cut off banking access and criminalized
donations, Bitcoin kept the organization alive
and connected to its supporters, beyond the
reach of authoritarian-controlled financial
systems.

“The Russian government realized very
quickly that it’s the easiest way to stop
us from doing our work by depriving us
of access to money. Because if you don’t
have access to money, it’s like you’re
deprived of oxygen, you cannot pay
salaries, and people cannot work.”
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Helping to Leave

Helping to Leave provides evacuation and
humanitarian assistance to Ukrainians fleeing
frontline areas and Russian-occupied territories,
including people deported to Russia or Belarus
and individuals with limited mobility or
serious medical conditions. The work is urgent,
dangerous, and logistically complex: Helping to
Leave coordinates drivers across active conflict
zones, arranges safe houses, and organizes
border crossings, all while the situation on the
ground shifts daily.

“In our case, Bitcoin is a means of
survival for the people that need
our help. It’s not a speculation.
And where banks fail and cash
is risky, it enables action, safety,
and freedom.”
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Moving people to safety is dangerous. Moving
money can be just as difficult. In the early
months of the full-scale Russian invasion,
banking services across much of eastern and
southern Ukraine collapsed. ATMs ran out

of cash. Bank branches closed. Cross-border
transfers were delayed or blocked by sanctions,
compliance holds, or simple infrastructure
failures. Carrying large amounts of cash
exposes both staff and evacuees to seizure

at checkpoints, where soldiers on both sides
routinely inspect belongings.

Helping to Leave uses Bitcoin to move funds
quickly and securely without relying on

local banking systems that are surveilled

or inaccessible in wartime. Since 2022, the
organization has evacuated more than 21,300
people from occupied and high-risk areas
and continues to bring dozens of Ukrainians
to safety each month. More than $300,000 in
bitcoin and other currencies has gone directly
toward transportation, shelter, and basic
necessities for evacuees.

Converting bitcoin into local currency is
straightforward. Peer-to-peer exchanges
coordinated through Telegram bots and
WhatsApp channels make it possible to swap
bitcoin for hryvnia without exposing banking
information or relying on formal intermediaries.
A coordinator in Zaporizhzhia can receive
bitcoin from a donor in Berlin, convert it to
hryvnia through a trusted local contact, and pay
a driver to evacuate a family from an occupied
village, all within hours and without touching
the formal banking system.
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Voluntad Popular

As a former mayor of Caracas and one of the
most visible leaders of Venezuela’s democratic
opposition, Voluntad Popular founder Leopoldo
Lopez witnessed early how the regimes of Hugo
Chévez and Nicoldas Maduro consolidated power
through corruption, brute force, and systematic
financial repression.

For challenging that system, Lopez was
imprisoned for seven years, including four

spent in solitary confinement in the notorious
Ramo Verde military prison outside Caracas. But
beyond prison walls, the regime built another
form of control, which he describes as “financial
apartheid.”

Since 2008, opposition leaders and activists have
been progressively excluded from Venezuela’s
banking system. The regime closed accounts
without explanation, blocked transfers, and
froze donations. Credit vanished. The message
was unmistakable: dissent would not only

be criminalized, it would be economically
suffocated. An activist who cannot receive money
cannot organize. A political party that cannot
pay its staff cannot campaign. A movement that
cannot fund its operations cannot advocate for
change.

When Venezuela’s economy collapsed into
hyperinflation from 2016 to 2019, savings
evaporated and salaries became worthless within
days. Transactions were monitored and bank
access disappeared overnight. The bolivar, which
had already been a tool of control, became a tool
of destruction: by inflating it into worthlessness,
the regime impoverished an entire population.

Bitcoin changed that equation.

During the 2024 presidential elections, Bitcoin
became operational infrastructure for democracy.
It supported volunteers who guarded polling
stations, coordinated citizen observers,

and secured parallel vote tabulation. In an
environment where bank transfers could trigger
surveillance or retaliation, Bitcoin allowed civil
society and democracy advocates to continue
their work without fear of financial shutdown.
Although Maduro’s regime fraudulently claimed
victory, Bitcoin enabled Venezuela’s democratic
opposition to tally the real results and share them
with the world.

“Bitcoin is part of the new nonviolent resistance
toolkit. It empowers people to reclaim their
future, when their own governments would
rather see them starve than be free,” Lopez said.

What began as a survival mechanism in
Venezuela has evolved into a global framework.
Through the World Liberty Congress and

its initiative on Democratic Decentralized
Resistance, Lopez and fellow pro-democracy
leaders are applying these lessons in countries
facing electoral manipulation across Africa, Latin
America, and Asia.
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Save the Children

In December 2025, Save the Children launched
a dedicated Bitcoin Fund, designed to hold
donated bitcoin for up to four years rather than
immediately converting it to cash. Itis the

first fund of its kind at a major international
humanitarian NGO.

The fund’s four-year holding period is deliberate.
Historically, bitcoin has never declined in value
over any four-year window. Instead of converting
bitcoin donations into dollars immediately

and losing the potential for it to grow in value,
the organization holds the bitcoin and allows

it to appreciate before deploying the gains to

help more children. Since launching the fund,
other charities have reached out to learn how to
replicate the model.

Save the Children’s relationship with Bitcoin
started more than a decade earlier. In 2013, it
became the first major humanitarian NGO to
accept bitcoin donations. The decision reflected
operational realities: across the more than 100
countries where Save the Children works, many
of the families it serves are unbanked or forced
to rely on fragile, exclusionary, or authoritarian-
controlled financial systems. In conflict zones
like Sudan and Yemen, traditional banking
infrastructure is often damaged or destroyed, and
getting aid to the people who need it requires
finding alternative routes that do not depend on
shuttered banks.

L
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Over time, the organization expanded beyond
accepting bitcoin to explore how the technology
could support humanitarian operations directly.
It raised millions in bitcoin to assist children
affected by crises in Ukraine, Gaza, Sudan, and
elsewhere.

Bitcoin fundraising “remains relatively niche,”
says Antonia Roupell, Save the Children's
innovation, marketing, and partnerships lead.
“But we are looking at how we unlock more of
this. Especially with the backdrop that we’re
seeing of the aid cuts. This is a time when you
can’t turn down any kind of new innovation in
fundraising.”

Roupell notes that many Bitcoin donors view
their contributions differently from traditional
gifts. “People who are Bitcoiners are excited
because they say not only are you holding the
bitcoin, which is to them a no-brainer approach,
but you’re actually going to utilize the underlying
technology.”

For Save the Children, Bitcoin is both a
fundraising innovation and operational
infrastructure, allowing the organization to
preserve value over time, move funds quickly
during emergencies, and deliver aid without
relying exclusively on fragile or inoperable
financial systems.
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Roya Mahboob, founder of
the Digital Citizen Fund.
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Digital Citizen Fund

Roya Mahboob is an Afghan technology
entrepreneur and human rights advocate. In 2010,
she founded Citadel Software in Herat, becoming
one of Afghanistan’s first female tech CEOsin a
country where most women had never touched a
computer. Eventually, she would go on to found
the Digital Citizen Fund, leading the way to
support women’s education inside the country,
teaching girls not just how to use technology, but
how to use it to become financially independent.

Her work exposed a deeper structural problem:
in many conservative communities across
Afghanistan, women were prevented from
earning, receiving, or controlling their own
income. Many families prevented women from
opening their own bank accounts. Women’s
wages were frequently intercepted or controlled
by male family members, tribal leaders, or
banking intermediaries who considered it their
prerogative to manage a woman’s money. A
woman could earn a salary, but the money would
pass through her father’s or husband’s hands
before she saw any of it, if she saw any of it at all.

In 2013, Mahboob began paying some of her
female employees in bitcoin. For the first time,
they could receive wages directly, without
relying on male guardians, local banks, or other
intermediaries. She paired their payments with
hands-on education about digital wallets, private
keys, and personal custody, teaching women to
store and use bitcoin safely. The training sessions
were held quietly, away from the scrutiny of
families and community leaders who might have
objected. For these women, bitcoin was not a
speculative investment. It was the first money
they had ever truly owned.

For one employee, Bitcoin became a lifeline
when she was later forced to flee Afghanistan
for Europe. She lost nearly everything: her
home, her community, her documents, and her
possessions. But she was able to bring her bitcoin,
secured with a seed phrase, across borders with
her, untouched by the chaos she was escaping.
Without access to a functioning bank account at
home or abroad, those funds helped her begin
rebuilding her life in Germany, where she knew
no one and had no financial history.

“Bitcoin represents the
first opportunity many
Afghan women have ever
had to own financial assets
independently.”

After the Taliban returned to power in 2021,
Afghanistan’s banking system faced severe
restrictions and liquidity crises. ATMs ran out
of cash. Banks limited withdrawals. Access

to formal finance became even more limited,
especially for women, who were systematically
excluded from public life. In that context, digital
financial literacy and decentralized tools offered
an alternative path to agency. Mahboob has
continued advocating for financial inclusion,
digital literacy, and technology education for
women and girls in Afghanistan and around the
world, emphasizing that economic freedom is
foundational to human freedom. Today, Bitcoin
is how Mahboob and others fund underground
schools that educate girls from Herat to Kabul.
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Farida Nabourema

Farida Nabourema is a Togolese human rights
and democracy activist and writer. Raised in a
family active in Togo’s pro-democracy movement,
she grew up watching the regime repeatedly
arrest her father, a retired army officer, for
speaking out against the Gnassingbé dynasty,
which has ruled Togo since 1967, making it one
of the longest-running family dictatorships in
Africa. She witnessed early how financial systems
serve as tools of political and economic control

in Togo and across francophone West Africa. She
haslong argued that the CFA franc functions as

a colonial currency that helps France maintain
economic dominance over the country, as 50%

of Togo’s foreign reserves are held by the French
Treasury in Paris.

As the Gnassingbé regime intensified pressure
on dissidents in Togo, harassing and arresting
activists for fundraising and financial activity,
Nabourema began searching for alternatives to
state-controlled banks. Bitcoin was the answer.

Today, Nabourema uses Bitcoin as part of her
activism and education work. Through her
Bitcoin for Youngsters program in Ghana, she
has taught more than 3,000 students about
financial independence and self-reliance through
Bitcoin. Nabourema also founded the Africa
Bitcoin Conference, creating an annual space
and community where activists, journalists, and
community leaders from across the continent
learn how alternative financial tools can reduce
dependence on infrastructure vulnerable to
authoritarian control.

For Nabourema, Bitcoin represents a future where
no dictator or colonial power can quietly control
the wealth or freedom of her people. Under her
leadership, the currency has become a valuable
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tool for other Togolese dissidents whose bank
accounts have been shuttered.

“Since we started using Bitcoin
in 2018, everything has changed.
Now, we can receive bitcoin,
exchange it through local
platforms, and cash it out — all
without drawing suspicion.”

Sixty percent of Togo’s population are farmers,
and nearly all of them are excluded or unable to
access the traditional banking system. Through
the Kisaw Agricultural Project, a community-
based micro-lending program in rural Togo, local
farmers leverage Bitcoin-based microloans largely
through the Fedi Bitcoin wallet app to access
funding for seeds and fertilizer that boost yields. A
farmer in the Kara region, hundreds of kilometers
from the nearest functioning bank branch, can
now receive a micro loan denominated in bitcoin,
buy supplies at the local market, and repay the
loan after harvest, all through her phone.









Fadi Elsalameen

Fadi Elsalameen is a Palestinian advocate
widely known for exposing corruption within
the Palestinian Authority (PA). His activism has
made him a target of intimidation and legal
harassment, including a fabricated money-
laundering case designed to silence his criticism
and discredit him publicly.

Elsalameen’s work unfolds in one of the most
fragmented financial environments in the world.
Palestinians do not control their own currency.
They use the Israeli shekel under monetary

rules set by the 1994 Paris Protocol, an interim
agreement that remains in effect more than 30
years later. Hamas and the PA impose intense
internal restrictions, while Israel controls key

banking infrastructure and cross-border transfers.

There is no PayPal, no Venmo, and no easy way
for Palestinians to receive money from abroad.
Accessing funds or receiving remittances is

often slow, costly, or impossible: a $500 wire
from Europe to Ramallah can cost $30 or $40in
fees, take weeks to arrive, and may be flagged or
confiscated along the way. Every day financial life
is a constant negotiation with power.

Elsalameen turned to Bitcoin to receive support
from abroad without relying on intermediaries
that delay, surveil, or block transactions.
Throughout the ongoing violence in the West
Bank and the war in Gaza, Bitcoin provided access
to funds when conventional banking channels
were inaccessible. While Israeli banks flagged
Palestinian transactions, Western Union offices
demanded proof of blood relations to receive
payments, and Hamas demanded its pound of
flesh, Bitcoin moved freely across borders and
checkpoints between sender and receiver.

“This is how we reclaim our
future: one wallet at a time.”

Today, Elsalameen integrates Bitcoin into his
advocacy and education work, teaching students
and civil society groups how to use wallets,
practice secure self-custody, and move funds
independently. His goal is to help Palestinians
reduce dependence on fragile systems
(especially ones they don’t control) and preserve
financial access during political, financial, and
humanitarian crises.

For Elsalameen, Bitcoin is a way to protect
agency and a tool that keeps individuals and
organizations alive when other financial rails
have been weaponized.
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Bitcoin's Risks and
Challenges

Bitcoin has become a vital tool for nonprofits around
the world, but it is not without risks. The organizations
profiled in this guide accept Bitcoin’s risks because
they have determined that the alternative, trusting a
financial system designed to exclude them, is worse.
Understanding the risks of Bitcoin adoption in advance
allows nonprofits to make deliberate choices that best
suit their risk tolerance and security environment.
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Volatility

Bitcoin’s value can change or fluctuate quickly. A donation received today
may be worth 15% more next week, or 15% less. In January 2022, bitcoin
was trading above $47,000; by November of that year, it had fallen below
$16,000. By late 2024, it had surpassed $100,000. This kind of movement
is normal for bitcoin, but it can be jarring for organizations accustomed to
the relative stability of dollar-denominated accounts.

Organizations have taken a range of approaches to handle this volatility.
Some convert bitcoin to local currency soon after receiving it. Others hold
a portion as reserves, accepting short-term volatility in exchange for long-
term appreciation. Tools like AQUA enable easy swapping of bitcoin into
stablecoins and are worth exploring for organizations that would prefer
dollar stability in the short term.

Legal and compliance issues

Bitcoin regulation varies across jurisdictions and continues to evolve.
Depending on where your nonprofit operates, its use may trigger report-
ing, registration, or tax obligations. In some countries, holding bitcoin

is straightforward; in others, it occupies a legal gray area that demands
careful navigation.

Review local laws and consult qualified legal or compliance professionals
before adopting Bitcoin. Regulatory environments change and staying
informed is part of responsible operation.




Security risks

With self-custody comes responsibility. Lost private keys, compromised
recovery phrases, or successful phishing attacks can permanently sever
access to funds. If you lose your recovery phrase and your device, there is
no customer support line or password reset that can recover your funds.
That reality is uncomfortable, and it should be: billions of dollars in bit-
coin are estimated to be permanently lost because early users forgot their
passwords or threw away hard drives.

An organization’s internal risks matter too. Staff turnover, weak access
controls, or concentrating access in one individual each create vulnera-
bilities. Clear custody policies, basic training, and shared oversight go a
long way. Multisig wallets distribute control so no single person holds full
authority. Security requires ongoing discipline. Every new team member
is a new variable, and every departure requires updating access controls.

Operational challenges

Adopting Bitcoin changes internal workflows. Organizations must assign
responsibilities, document procedures, and define access controls. Staff
training and contingency planning are essential. Someone needs to own
the recovery phrase backup process. Someone needs to monitor the wallet.
Someone needs to know what to do if a device is lost or compromised.

With preparation and clear processes, Bitcoin becomes another operational
tool, no more complex than the financial systems your organization already
navigates. Nonprofits that succeed with Bitcoin treat it as infrastructure,
governed by policy, oversight, and training, just like everything else.

Reputational risks

Bitcoin remains misunderstood in many circles. Donors or partners may
question why your organization uses it, associating it with speculation or
illicit activity.

Clear communication helps. Explain your rationale and custody safe-
guards. Publish a brief statement on your website about why and how you
use Bitcoin. Transparency turns skepticism into understanding, and often
into support. Several organizations profiled in this guide have found that
being open about their Bitcoin use actually attracted new donors from the
Bitcoin community who were looking for causes to support.
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Tips and Best Practices

Every organization in this guide started the same way:
nervous, skeptical, and with a very small amount of
bitcoin. The Anti-Corruption Foundation didn’t move
its entire treasury onto Bitcoin overnight. It accepted a
few donations, tested sending payments between team
members, and gradually built confidence. Helping to
Leave began with small cross-border transfers before
relying on Bitcoin for evacuation logistics. The pattern is
universal: organizations start small, learn by doing, and

scale when they trust the tools.

Bitcoin Best Practices 101

e Test and start small: Set up a wallet and receive a
small test amount. Practice sending funds and restoring
access before handling meaningful balances. Make
mistakes with money you can afford to lose.

e Choose a wallet: Understand the differences between
self-custody and custodial solutions. Select a wallet that
matches your technical capacity and operational needs.

e  Train staff: Assign custody to a trusted group. Teach
them the Bitcoin basics: wallets, recovery phrases, pri-
vacy practices. Consider designating at least two people
who understand the full custody setup.

¢ Build internal structure: Decide when funds are held
or converted. Document who approves transactions
and how custody is shared. Review these structures
quarterly.

e Separate responsibilities: Never concentrate full
custody with a single person. Use multisig to distribute
trust and counterparty risk. If only one person holds the
keys and that person is arrested, your funds will be just
as inaccessible as if a bank froze them.

e Test exchanges: Practice buying or selling small
amounts. Understand timing, fees, and friction before
relying on any platform.

¢ Plan for emergencies: Create recovery procedures for
lost devices, staff turnover, or compromised access. Run
through the recovery process at least once before you
need to useit.

e Scale gradually: Expand Bitcoin use only after train-
ing, policies, and safeguards have been set in place.

e Vet partners carefully: Don’t assume platforms
are interchangeable. Evaluate exchanges, donation
processors, and service providers individually.

Privacy and Operational Security

In sensitive environments, operational security matters

as much as financial privacy. The goal is not perfect
anonymity, which is difficult to achieve, but reducing the
amount of sensitive information that flows into databases
controlled by hostile actors.

e Minimize identifying information: Avoid recording
unnecessary personal data alongside transactions.

e Avoid address reuse: Use a new receiving address
for each payment. Most wallets do this automatically
but it’s worth verifying. If a nonprofit uses one static
address for all donations, the entire world can see its
total balance and every transaction they make.

¢ Keep recovery phrases offline: Do not store backups
in cloud services, email drafts, or note-taking apps.
Use offline, encrypted backups on secure devices or
hardware wallets. A piece of paper in a fireproof safe
or a steel recovery phrase backup is more secure than
an encrypted file on Google Drive, because physical
items cannot be hacked remotely.

e Limit access: Share private keys and sensitive
records strictly on a need-to-know basis.

¢ Plan for compromise: Assume that a device or
account could fail. Structure custody so that one
incident does not expose funds or supporters.

With these precautions in place, your organization can
mitigate Bitcoin’s risks. Even in worst-case scenarios,
thoughtful setup and basic discipline protect your team,
your supporters, and your organization’s ability to operate.
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Recommended Tools

The Bitcoin ecosystem includes hundreds of tools, and new ones
constantly emerge. The tools listed below are a curated set chosen
with nonprofit and civil society use in mind. Each one is open-source,
actively maintained, privacy-respecting, and self-custodial. Together,
they cover the core functions most organizations need: sending,
receiving, storing, and buying bitcoin permissionlessly.

Peer-to-Peer (P2P) Exchanges
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Hodl Hodl

A global P2P Bitcoin exchange requiring neither ID nor bank account. Named after the famous
Bitcoin meme “HODL,” which originated from a typo in a 2013 forum post by a trader who meant
to write "hold," and it stuck. The platform is useful in repressive or underserved environments.
Hodl Hodl also offers Bitcoin lending and borrowing in some regions. Watch a tutorial here.

LocalCoinSwap

A global P2P exchange supporting bitcoin and other cryptocurrencies with a wide range of pay-
ment methods. Requiring only an email and password, LocalCoinSwap is flexible for nonprofits
seeking local on- and off-ramps in countries with limited exchange infrastructure.

RoboSats

A privacy-focused P2P Bitcoin exchange using Lightning and operating over Tor by default.
With no account or signup required, RoboSats is suitable for nonprofits that need strong pri-
vacy and minimal data exposure. The interface uses robot avatars instead of usernames, adding
alayer of anonymity to the trading experience. Watch a tutorial here.

Bisq

A desktop-based P2P Bitcoin exchange with no registration or ID required. Bisq runs over Tor and
utilizes end-to-end encryption, and is one of the oldest and most trusted decentralized exchanges
in the Bitcoin ecosystem. Bisq offers strong privacy for organizations in highly surveilled environ-
ments. Watch a tutorial here.

Lnp2pbot / Mostro

Lnp2pbot and its Nostr-powered sister Mostro offer safer ways for individuals living under
authoritarian regimes to trade fiat currency for bitcoin and vice versa. Popular in Venezuela and
Cuba, these options provide liquidity in otherwise difficult-to-reach places, especially in Latin
America.

Vex|

A mobile peer-to-peer Bitcoin marketplace designed around a “web-of-trust” model. Instead of
a global order book, Vexl connects users through their phone contacts and friends-of-friends,
allowing people to buy and sell bitcoin directly within their local community (without KYC
requirements or intermediaries). Trades are arranged privately between users using end-to-end
encrypted chats, and the platform does not custody funds or collect transaction data.
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https://www.youtube.com/watch?v=OxPEyMRuXoM
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https://www.youtube.com/watch?v=4LyEKA5Iq9I

Hot Wallets
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Muun

A mobile Bitcoin wallet focused on ease of use, built in Buenos Aires, Argentina, where currency

controls and inflation are a way of life. The team designed it for people who know how it feels to
have savings devalued overnight. Available in English and Spanish, Muun is well-suited for non-
profits that need fast, low-cost payments while maintaining self-custody. Watch a tutorial here.

Instead of providing a traditional 12—24 word recovery phrase, Muun gives you a short Recovery Code
(a string of letters and numbers) and a downloadable “Emergency Kit” PDF.

BlueWallet

A Bitcoin and Lightning wallet for mobile and desktop with privacy features and multisig support.
Blue is one of the most established open-source wallets in the ecosystem, trusted by developers and
activists alike and available in more than 30 languages, including Arabic, Farsi, and Ukrainian. Itis
well-suited for organizations needing shared custody or structured security. Watch a tutorial here.

AQUA

A mobile wallet that supports Bitcoin and Lightning with built-in support for swapping between
bitcoin and stablecoins. Originally designed for Latin American activists navigating currency
controls and hyperinflation, AQUA is now embraced worldwide. Its ability to seamlessly move
between bitcoin, the Liquid sidechain, and stablecoins makes it uniquely useful for organiza-
tions that need dollar stability alongside Bitcoin’s independence. Watch a tutorial here.

BULL Wallet

A mobile Bitcoin and Lightning wallet that supports privacy features to make financial sur-
veillance more difficult. Compatible with a wide range of hardware wallet devices, its grad-
uated wallet system makes it suitable for beginners and power users alike, with increasingly
advanced features unlocking as users grow more comfortable. Watch a tutorial here.

COLDCARD

A hardware wallet designed for maximum security, built in Canada by a team focused on adver-
sarial thinking. COLDCARD looks like an old calculator, meant to be unrecognizable to anyone
who doesn’t know what it is. Built for safeguarding larger amounts of bitcoin, COLDCARD offers
air-gapped use via an SD card and works as a key in a multisig wallet. Watch a tutorial here.

Trezor

Ahardware wallet supporting bitcoin and other cryptocurrencies with multisig support. One of
the original hardware wallets, established in 2014 in Prague, its USB connection makes it practical
for day-to-day use with a simple setup. Watch a tutorial here.

Bitkey

Ahardware wallet designed for key loss protection, made by the company behind Cash App. Uses a
2-of-3 multisig: one key on your phone, one on the hardware device, and one held by the company for
recovery. Bitkey is a practical choice for nonprofits seeking usability paired with resilience against key
loss, especially organizations new to self-custody who want a safety net. Watch a tutorial here.

SeedSigner

Ahardware wallet assembled from a Raspberry Pi Zero, a camera module, and a small screen,
all available at any electronics shop for under $50. Because it looks like a hobbyist gadget rather
than a financial tool, it is practically invisible at a border checkpoint, making it well-suited for
nonprofits and activists under surveillance who need plausible deniability about what they are
carrying. SeedSigner supports multisig and multiple languages. Watch a tutorial here.
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Recommended Resources

Getting started with Bitcoin does not mean learning
alone. A growing number of educators focus on
providing practical guidance for nonprofits and civil
society groups under pressure.

Hands-on Tutorials
BTC Sessions, hosted by Ben Perrin, pro-

duces step-by-step video tutorials focused How To “SE
on practical setup: installing wallets, B I T c u I N

configuring tools, and avoiding common

mistakes. He emphasizes usability, privacy, &

and self-custody, and his teaching style is . _ START LEARNING TODAY!
patient, clear, and refreshingly free of jar- Il S

gon. For organizations learning by doing,
his YouTube tutorials are a valuable visual
companion to this guide. HRF has worked
closely with BTC Sessions for several years
and provided him with grants to support

his education efforts for nonprofits. His
YouTube page is a goldmine.

Structured Trainings

HRF hosts quarterly live training sessions

through its Become Unstoppable online A Bitcoin wailet i ke & digiol vol
webinar series, which feature Ben Perrin : e smcl ciod sicuhie Bcoln. £ OO
. . . actually stora your Bitcoin DUt ho
and Anna Chekhovich. The series is 1o access them
. . Think of Bitcoin as b FeCordled
designed specifically for nonprofits and = ogrimpnibod i datiliy:
human rights defenders. Over three days, __ onsindydisc S ot ooty
participants learn how to receive, store, ' APPOIE YL COCA: L Tt
. . | oL Hltcn,'llll'l_ making it crucial to
and manage bitcoin securely, and how secure. This setup means there’s
. .. . .. anks of govermments (o interler
to integrate it into their fundraising and ransactions

day-to-day operations. These interactive
sessions are grounded in real-world use
cases, with participants from dozens of
countries sharing their own experiences
and challenges. Sign up for the next
Become Unstoppable webinar here.
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Ongoing Awareness

HRF’s Financial Freedom Report is a weekly
newsletter documenting financial repression

 Financial

worldwide and sharing stories of peace-

ful resistance through Bitcoin. It features ' i Freedom
updates on freedom technologies and opera- Re P ort

tional risks relevant to global civil society. For

organizations in unstable environments, it DOCUMENTING FINANCIAL
works as both an early warning system and a REPRESSION WORLDWIDE

learning channel: each issue covers develop-
ments that could affect how nonprofits use
Bitcoin. Sign up here and have the newsletter
hit your inbox every Thursday.

Funding Freedom Tech

OpenSats is a nonprofit funding Bitcoin-
related free and open-source projects and
associated education and research initia-
tives. Many of the privacy and security
tools nonprofits rely on exist because
independent developers receive support
through organizations like OpenSats.
Following their work is a good way to
understand how the ecosystem is evolv-
ing and which projects are strengthening
Bitcoin as a tool for financial freedom.

Diving Deeper

For those looking to dive deeper into the his-
tory of financial repression, the global adop-
tion of Bitcoin, and similar topics, consider
reading Lyn Alden’s “Broken Money” or Alex
Gladstein’s “Check Your Financial Privilege.”
Alex Gladstein’s essay in the October 2025
issue of the Journal of Democracy, “Why
Bitcoin Is Freedom Money,” is a good starting
point for individuals and organizations in the
human rights or humanitarian fields inter-
ested in why Bitcoin might be a good option
for them.

CHECK
YOUR
FINANGIAL
PRIVILEGE

At
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https://hrf.org/program/financial-freedom/financial-freedom-reports/
https://oslofreedomforum.com/book/check-your-financial-privilege/
https://www.journalofdemocracy.org/articles/why-bitcoin-is-freedom-money/
https://www.journalofdemocracy.org/articles/why-bitcoin-is-freedom-money/
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The Human Rights Foundation (HRF) is a nonprofit
that promotes and protects human rights globally, with
a focus on people living under authoritarian regimes.
Many of the financial restrictions described in this
guide are conditions human rights defenders face every
day: frozen accounts, blocked donations, criminalized
fundraising, and economic suffocation.

Since 2020, HRF has supported the development

and education of Bitcoin and other open-source

tools that help civil society operate independently.
Through its Financial Freedom program and Bitcoin
Development Fund, HRF funds developers, educators,
and nonprofits working to make Bitcoin more private,
secure, and usable for activists operating in high-risk
environments.

HRF is also focused on helping make Al a better tool
for freedom, and Bitcoin will be an essential part of a
future internet economy where people, not authoritar-
ian regimes, have control.

This guide exists because financial access is a human
rights issue. HRF’s work ensures that global advocates
for freedom can operate, organize, and survive. HRF is
also a founding member of the Bitcoin Humanitarian
Alliance, a network of nonprofits using bitcoin for
donations, payroll, and operations under the pressure
of authoritarian regimes.

[®]%A[E] Scan to visit the Human Rights
Foundation website and learn more
O] about its mission and work.

l -
" Scan to learn more about HRF's
= “Financial Freedom program and
“itsinitiatives worldwide.

7
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The Road Ahead

Every year, more authoritarian regimes
attempt to silence dissent by cutting
access to money for those who speak up.
Now, a growing number of nonprofits and
activists are discovering the tools to resist
financial repression.

Across the world, dictators freeze bank
accounts and block donations until work
stalls. An organization that was investigat-
ing corruption last week is instead forced
to scramble to make payroll. Lifesaving
evacuations are paused because a wire
transfer is stuck in compliance limbo.

But as this guide has shown, organizations
facing that pressure are already using
Bitcoin in practical ways to protect their
missions and to continue serving their
communities. In Moscow, Caracas, Kabul,
and Lomé, people are building financial
infrastructure that no dictator controls.
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Bitcoin offers civil society under tyrannical
pressure something simple but powerful:
choice. Choice in how money is held, in
how it moves, and in how organizations
defend their ability to function. For the
first time, financial access does not have to
depend on permission, and that changes
everything for nonprofits laboring under
dictatorships.

Bitcoin is not a solution to every problem,
but it creates room to breathe and gives
organizations time, stability, and the
ability to keep working when every other
system is designed to wear them down.

In Lagos, Ramallah, Minsk, and beyond,
activists and nonprofits are quietly build-
ing financial resilience. The tools are here.
The knowledge is spreading. The choice is
becoming real.

The next step is yours. Become
unstoppable.



OVEMENT ACHIEVE FINANCIAL FREEDOM 67
W,




I

Human
Rights
Foundation



